THE POWER
OF PROOF

AbsoluteProof for
Microsoft Exchange
from Surety:

e Integrates seamlessly
into the Exchange
platform

No impact to message
traffic flow

Transparent “sealing” of
inbound and outbound
mail

Legally defensible -
Guaranteed!

Proves date and time of
content creation and
integrity

Identifies email files that
have been altered or
tampered with at any
stage of custody

Long-lasting content
integrity protection

Provides independently
provable file integrity
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Module Brief

Explosive Email Volume Escalates Your Organizations Risk

Email files can be one of the most litigious types of digital content in today’s
enterprise. Increasingly, organizations must produce archived emails as
evidence in a legal, regulatory, or patent dispute. And the ease with which
email records can be backdated, deleted, or altered puts organizations at
extreme risk. How can you be certain that the emails you retrieve from your
archiving system are authentic and have not been altered since they were first
sent or received? Now more than ever, you need AbsoluteProof® from Surety.

Protect the Integrity and Defend the Authenticity of Email Content

With the AbsoluteProof trusted time-stamp service and a Surety Integrity Seal™
applied to your Microsoft Exchange email files and attachments, you’ll have the
ability to protect the integrity and defend the authenticity of this critical
enterprise content, and will be in the strongest possible position if you were
ever to enter into a legal or regulatory challenge.

Product Features:

e Supports Microsoft Exchange Server 2003

e Seamlessly integrates with Exchange Message
Journaling

e Transparent sealing of inbound and outbound mail

e Supports sealing of original message and message
headers

e Seal protects the body of the mail and any
attachments

e Asynchronous sealing doesn’t interfere with
message delivery

e ANSI X9.95 and ISO/IEC 18014-3 standard-compliant
Seals.
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AbsoluteProof for
Microsoft Exchange
Licensing:

Annual subscription with
tiered, volume-based
pricing (number of
“sealing” transactions)

Subscription includes all
service updates and
email support

AbsoluteProof for
Microsoft Exchange

System Requirements:

Microsoft Exchange
software license

See Microsoft Exchange
documentation for
system requirements

Internet connection
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How it Works

Sealing is done asynchronously so it does not impact mail traffic.
Seals are stored as attachments to the envelope message.
e Raw Seals or AbsoluteProof
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validate sealed mail using the
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Viewer.
Where it Works
e Highly litigious industries that face frequent litigation and regulatory
scrutiny: manufacturing, consumer products, construction, transportation,
medical supply, healthcare, pharmaceutical and life sciences
e Organizations that must satisfy evidentiary and compliance mandates
where electronic records must be protected from harm and safeguarded
against unauthorized access and manipulation
e Industries in which long-lasting proof of data integrity are critical to
business success.
About AbsoluteProof Data Integrity Protection Service
With millions of electronic records and files worldwide “sealed” by its service,
Surety is a leading provider of data integrity protection solutions. Surety’s
AbsoluteProof trusted time-stamp service can mitigate risk, create significant
business value, and defend the integrity and authenticity of electronic records
and other valuable digital content.
AbsoluteProof ensures against content tampering by providing a “digital wax
seal” for all types of electronically stored content. Backed by a legal
defensibility guarantee, AbsoluteProof ensures that electronic records, files,
documents and other digital content sealed
using the AbsoluteProof service will
withstand the toughest legal scrutiny.
To learn more about how Surety’s
AbsoluteProof trusted time-stamp service
can help you protect the integrity and
legally defend the authenticity of your
digital assets, visit www.surety.com.
™
“Digital Wax Seal
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